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Major card issuing banks to step up measures to combat card provisioning scams

Singapore, 17 February 2025 — The Association of Banks in Singapore (ABS) would like to
alert the public to a recent rise in phishing scams involving the fraudulent provisioning of debit
or credit cards into mobile wallets.

In such scams, the victim is first tricked into providing his or her card details on a phishing
website. The scammer then proceeds to fraudulently provision the victim’s card onto a mobile
wallet (e.g. Apple Pay) in the scammer’s device. To authenticate the provisioning of a card to
a mobile wallet, a SMS One-Time Password (OTP) will be sent to the customer’s mobile phone
number that is registered with the bank. The scammer authenticates and completes the
provisioning using the OTP that the victim discloses to the scammer or enters into the phishing
website operated by the scammer. The scammer then uses the mobile wallet, containing the
victim's stolen card information, to make unauthorised purchases or transactions.

Major card issuing banks have adjusted their fraud surveillance measures in response and
have prevented $53.9 million of losses in 4Q 2024. Banks will continue to enhance their suite
of measures to lean against this scam modus operandi.

Banks have been working with mobile wallet providers (Apple Pay, Google Pay, Samsung
Pay) and card service providers (Visa, Mastercard) to tighten card provisioning processes.
Going forward, banks will require additional verification such as in-app controls or digital token
authentication for provisioning cards onto mobile wallets. Card issuing banks will implement
such enhancements as soon as possible, with completion expected by July 2025. Banks will
also take proactive steps to remove cards provisioned to mobile wallets if there are indicators
of fraudulent activity.

Customer vigilance remains key. Customers should be cautious when responding to deals
that seem too good to be true and should carefully read all notifications from banks to ensure
that they are in line with the purpose of the intended transactions or activities. Customers
should also set low card transaction notification thresholds and call their card issuing banks
immediately if they notice any unauthorised use of their cards. Customers who suspect that
their cards may have been fraudulently provisioned can contact their card issuing banks for
assistance.

Banks will continue to work with mobile wallet providers and card service providers to consider
further measures to combat scams.
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About The Association of Banks in Singapore

The Association of Banks in Singapore (ABS) plays an active role in promoting and
representing the interests of the banking community in Singapore. In doing so, ABS works
closely with the relevant government authorities and other stakeholders towards the
development of a sound financial system in Singapore. Since its establishment in 1973, ABS
has promoted common understanding and trust among its members and projected a unifying
voice on banking issues. It has brought its members closer together through various guidelines
and banking practices as well as the support of projects of mutual benefit to face the
challenges of the financial and banking communities in Singapore. Today, ABS has a
membership of over 150 local and foreign banks.

More information on the ABS is available on the association’s website, www.abs.org.sg.



